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Design
Introduction

Purpose

The main purpose of this document is to give an overview of services which make it
possible for users connect to a banking institution and perform financial operations.
The intended users of this document:

Designers and programmers at banking institutions which will design and program
systems along with unit and integration tests on the services described here.

IT Workers at banking institutions, which will deploy and maintain the services.
Companies, ISV's or independent programmers, creating systems utilizing these
services.

Scope

This document attempts to address issues of security, the standards that are adhered to
and the main design decisions made about how the services behave. The operations
are described in details.

This document does not go into service implementation details which will inevitably be
different for different banks. Neither is it the purpose of this document to describe details
about client implementation.

References

WS-Security Specification
Technical specification of HTTP over TLS (RFC 2818)

Design Goals and Limitations

Problem statement

Today all Icelandic banks provide roughly the same financial services over the Internet
or closed nets. The services enable users to retrieve bank statements, transfer funds
and manipulate claims. The methods and protocols of communication vary from sending
text based documents over FTP, XML over HTTP to SOAP message interchanges.
Because of this users must customize their system to each banking institution.

By standardizing the interface to these financial services, users can create one client
which can communicate with all institutions which implement the services.

Design Goals

The main design goals that were set at the start of the project were:
Communication with the services should be easy and inexpensive.
1. It should be easy for users/programmers to create clients which can be used to
interact with the services.
2. Build on known and accepted standards as much as possible.
3. The services should be as secure as possible without affecting usability.
4. Enable the banking institutions to implement these services in a consistent
manner.
5. An attempt should be made not to limit services to a specific transfer protocol if
possible.
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Design decisions

In light of the design goals a decision was made to implement the services as SOAP
Web Services, accessible over the Internet through the HTTP secured with SSL
(HTTPS) and Web Service Security (WSS) using the Username token and the X509
certificate token profiles.

The Internet is the most common and most inexpensive method of communicating
between separate networks and HTTPS has the benefit of being a very common
transfer protocol, accessible through most firewalls on port 443 (design goal 1).

The reason for choosing SSL instead of XML Encryption as defined in WS Security is
that with regards to the current state of toolkits available to many programmers, the
former is probably easier to implement (design goal 2, 3 and 4).

The use of certificates is deemed necessary, despite increased complexity for client
implementations, as the level of security measures acceptable to the banking
institutions and their clients rules out using username and passwords as the only barrier
to accessing sensitive information (design goal 3).

SOAP is a standard for exchanging XML-based messages over a computer network.
XML has various benefits as a message exchange format in B2B and B2C scenarios.
Knowledge among programmers is widespread, a variety of tools for manipulation is
available along with the fact that XML is human readable (design goal 2 and 3).

WSS has been a stable OASIS standard since 2004 and the UsernameToken profile is
a relatively straightforward way of sending user authentication information in the context
of a message. As the transport is secure and to simplify usage and server side
implementation, the password is sent as clear text. Under WSS messages can also be
signed in accordance with the XML Signature specification. Tools are available to most
platforms that ease the use of WSS, such as WSE 2.0 and 3.0 for Microsoft .NET and
the XWS-Security Framework for Java to name two (design goal 2, 3 and 4).

The reason that custom services and schemas were chosen was that no existing
standard for financial services would have fit into the Icelandic banking environment
without considerable modification. Most implement custom security models, some
require specialized tools for usage and the learning curve would have been steep.
Using XML schemas and the Web Service Description Language (WSDL) enables
automatic tools to bootstrap the code for communicating with the services in a few
minutes. The aim was that such code generation would create classes that would be as
easy as possible to use, always keeping in mind that XML and object oriented
structures do not always map directly (design goals 2).

The services offered are modelled on existing services and functionality that the
banking institutions are all able to offer (design goal 5).

Finally it is worth mentioning that although this version of the services only offers HTTP

as the application level protocol, it should be possible in the future to use other
protocols (design goal 6), should that be deemed necessary.
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Implementation

Overview

This following section describes some general issues that affect the use of the services
and some code examples are given.

Behaviour

The following is a high level diagram of how a client will communicate with a server
which hosts the web service, which then communicates with its back office systems.

Client
System

WS
Prox

HTTPS over TCP/IP

WebServer

WebService

Reiknistofa Backend System

Figure 1. Basic setup.
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Operations

The system tries to keep responses to operations are kept as quick and light as
possible. It was decided that in most cases a user only wants to know that the operation
has succeeded and does not need to receive the data he sent with the response. There
are special operations designed to return the results of operationsand all related data.

Exceptions

All communication is prone to exceptions and SOAP has a standard mechanism to
communicate exceptions. These SOAP Exceptions are only thrown when it is not
possible to complete an operation, usually due to faulty data or other technical reasons.
Additionally, some circumstances where the input data does not conform to a given
criteria can lead to an exception being thrown. When executing a batch, where it is
possible for some operations to succeed but not others, other ways of returning error
information is preferred.

Special error messages are returned in the details node of a SOAP exception when the
error does not deal with SOAP headers. The different nodes returned in the details node
are described in the following table:

Code Type " Details \

GeneralErrorCode xs:string Common error code across banking institutions.

GeneralErrorText xs:string Text to describe the GeneralErrorCode. ex:
"Authentication failed", "Data could not be validated" etc.

BanksErrorCode xs:string Error code specific to the banking institution and the error
instance.

BanksErrorText xs:string Text to describe the BanksErrorCode and/or data to
resolve or help troubleshoot problems between banking
institutions.

The BanksErrorCode can be used by each individual institution to identify individual
error occurrences, e.g. to enable tracking. The GeneralErrorCodes are common error
codes and indicate which class of error has occurred.

Code Text Details \

Implies that the service is closed for
some reason.

A general error if a more detailed
description is not available.

0001 | Service is Unavailable.

1000 | An error occurred.

Access to the operation is not

1100
present.

The data could not be validated
according to the XML schema.
Business rules were broken, e.g. dates
or amounts were not valid.

1200 | Data could not be validated.

1300 | Business logic error.

All documents sent to the service are validated according to schema. Figure 1 shows a
sample of an error.

<soap:Fault>
<faultcode>soap:Client</faultcode>

E - commerce 6
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<faultstring>System.Web.Services.Protocols.SoapException: Payor ID could not
be validated at
KBBanki.Krofulina.WebServices.BankingClaims.CreateClaim(Claim
claim)</faultstring>
<faultactor>http://www.somewebserver.is/WebServices/2005/12/01/Claims.asmx</f
aultactor>
<detail>
<GeneralErrorCode>1200</GeneralErrorCode>
<GeneralErrorText>Data could not be validated.</GeneralErrorText>
<BanksErrorCode>5e80f0c6-479f-4dc2-9ab1-f2abed1e9f71</BanksErrorCode>
<BanksErrorText>The ‘Identifier' element has an invalid value according to its
data type. An error occurred at , (5, 78). BanksErrorText>
</detail>
</soap:Fault>

Figure 1. A sample of a SOAP exception.

Timestamps

It is necessary to make sure that the clocks are as synchronized as possible on clients
and servers. The reason for this is that SOAP messages include a "Time to live", which
is important because the system will not perform operations which do not arrive within a
reasonable time. The services in this document use a default time of 900 seconds.

UserNameToken

Each call to the service should include a UserNameToken in accordance with the
OASIS WSS UsernameToken Profile 1.0. The token should include the Username and
Password tags. The Password@Type attribute references by default the URI

... —HPasswordText* and the password should be sent as clear text.

<S11:Envelope xmins:S11="..." xmIns:wsse="...">

<S11:Header>

<wsse:Security>
<wsse:UsernameToken>
<wsse:Username>MyUserName</wsse:Username>
<wsse:Password>My1ongA$ndDIffoltP%$$phr$se</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>

;}S1 1:Header>

</S11:Envelope>

Figure 2. A sample of a security header.

The Nonce and Created tags are optional and their usage will not be enforced server
side.

E - commerce 7
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Signing Messages
Digital signature of messages is mandatory. Each banking institution defines its own

rules for which types of certificates can be used for the services. This means that
certificate which is used at one bank may, or may not, be accepted by other banks.
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Icelandic Online

This section contains a manual for users of the web services for the banking institutions.
The services described here are valid with all the banks, i.e. the same schemas and
objects apply with all the banks.

The following paper describes the operations that can be performed in the first version
of this standard. The operations are described in a manner of the way they are
performed, i.e. that each operation is described in a way that depicts all the factors that
need to be taken into consideration while performing each operation.

Pictures are used to further explain how objects are connected within each operation.
Solid lines in these pictures indicate that the element in question must be entered, but
the dotted lines indicate that the element is optional.

The schemas themselves will be accessible through other means of publication.

IcelandicOnlinePayments

Payment (DoPayment)

A description of how single payments are created. The object Payment has a list of
PaymentOut and Paymentin, which are the withdrawals and deposits, along with the
date the payment shall be made. If a payment date is not entered, it is generally
assumed that the payment shall be performed the very same day.

— Out

Infarmnation about the account from which funds will be drawn,

-

Payment I In

Fepresents a single payrnent,

Infarmation about the account to which funds will be transferred,

--- :EI]ateOfFurwardPayment .
Crate when the payrment will be executed,

A more detailed description of the sub-items of Payment follows:

E - commerce 9



Out

Here we describe the withdrawal that takes place during payment. The only thing that
must be entered here is the account number and the ID of the account owner. Category
code, reference number and bill number can be entered and that information will be

accessible when account statements are viewed. A receipt (intented for the payor) can

also be sent.

The IC of the account the funds will be drawn
Frar.

—Fnccuuntﬂwnerlﬂ |

Persan ID of the account owner,

fow

Infarmnation about the account Frorn which
funds will be drawn,

E - commerce

= [}
r-I-Reference !

1
.
! Reference Far the transaction, sually the

' perzan ID of the avginator is set in thiz field =0
1 the reiceiver of the payrnent can see from

! who the tranzaction is

Feceipts that are sent ta the payor when the
payrnent is processed

|
|
|
|
|
|
—p
|
|
|
|
|
|
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A choice is made between 4 types of deposits, AB giro, C giro, Payment bills and
standard transfers. One of these must be selected. The amount in question must also
be entered, but a receipt and a description of the payment are optional. The Bookingld
is thought as an supplementary field that the users can use to link payments into their

own accounting systems.

Infarmation about the account to which funds
will be transfarred,

r
]
'
1
]
1
]
1
]

E - commerce

|
|
|
|
|
I
In i :I—L |
|
|
|
|
|
|
|

Payrnent armount in ISE, Please note that it is
anly possible to transfer maney between
accounts in ISK

Receipts that are sent when the payment is
processed

1 Description !

Description Far the payrent, This deschption is
shawwn iF the custarner looks up the payrment in
the Internet bank

- -+“BookingID !

The booking IC Field can be used by the
sender to include his own ID For the payment,
This I iz also returmed to the sender when
the payment is queried (2.9, when the
GetPayrmentsResult operation is uzed)

11
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Obligatory fields are the account ID (to which money will be deposited), the reference
number for the payment and the bill number of the giro to be paid. An optional field is
also available for the category code.

ABGiro [=

Drescribes an ABGire payment

CGiro

The ID af the account,

Reference

Referance For the tranzaction, Usually the

petsan ID of the originator is set in this feld so
the reiceiver of the payrnent can see fram

whia the transaction is

~BillHumber

Bill nurnber For the payrment

Category code Far the payrient

Obligatory fields are the account ID (to which money will be deposited), the personal ID
of the account owner and the bill number for the giro. The category code field is

optional.

CGiro

Descibes a CGire payment

E - commerce

The IC of the account,

AccountOwnerlD |

PerzonIl of the account owner,

~BillHumber

Bill nurnber For the payrment

Category code For the payrent

12
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All fields are obligatory, the account (to which funds will be deposited), the ID number of
the payor og invoicer (depends on the ledger), the due date of the slip and the IsDeposit
fields dictates whether this payment is a partial or complete payment of the slip.

PaymenmtSlip

Payrent slip is used to pay payment slips for
claims (edger 62 and B, debenture (ledger
741 and bill of exchange (edger 60, 700,

E - commerce

= Account

The ID of the account,

PersoniD

PetsenID from the R line of the payrnent

slip, IF ledger iz B& then this is the Personld of
the claimant, atherwize this is the personId of

the payar,

DueDate

Crue date For the payrnent slip

ElSDEpDS“

True if the payment is deposit, False iF the
payrnent slip should be Rully paid

13
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Transfer

A standard transfer to an account. Obligatory are the account number and the ID
number of the account owner fields (of the account that funds will be deposited to), and
optional fields are for the category code, reference number and the billnumber.

The I af the account,

—Fnccuuntl‘.)wnerlﬂ |

Perzon ID of the account awner,

[Transfer @ CE_. Category code For the payrnent

= Froney transher ko an account

Referance For the tranzaction, Usually the
petson ID of the orginator is set in this field zo
the receiver of the payment can see fon whe
the transaction is

. [
- -~ Billlumber !

Bill nurnber For the payrent

E - commerce 14
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Receipt

Receipts are sent to the payment recipient when it is performed. This is an optional
field on both in and out payments. The choice stands between sending PostalMail (a
standard letter mail), Email and SMS. The options are sending 1 PostalMail, 3 emails
and 3 sms’s. If PostalMail is selected, then a recipient must either be entered by using
the ReceiverAddress or by setting the UsePersonID field as true, in which case a
receipt is sent so the recipients home as listed in the national register. The
ReceiverAddress consists of a name, two address lines, the postal code, city, region
and country.

If it is selected to send an email, then only the email address must be entered.

If it is selected to send an SMS, then a country code and phone number must be
entered.

Marne of residentrecipient,

FaddressLinet

Fitst patt of address,

Postal code,

The address for the receiver of the recaipt

Flace of residance, be it city, tawn, etc,

The country region where the person lives,

Paostal mail

|
|
|
|
|
|
Second part of address, |
|
|
|
|
|
|
Country, |

|
|
|
|
|
|
|
|
|
|
|
|

~UsePersoniD

IF true, then the address associated with the
person ID is used, The person ID is either the
account owener 10 of the senders account or
the raceivers account, depending on the type
of the receipt

== FEmailaddress

Communication -] ==

Wirappar For differant bypes For receipts

—aa— [—]

PhoneHumber [-] The country code For the phane number, |

SMS melslsage [Short Message Service, a |
service For sending riessages to GSM |_ Fhone number,
mobilephones)
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PaymentsResult (DoPaymentResponse)

This is a description of the response to a creation of a single payment (the results for a
payment batch). ID is the unique identification for the batch that was created and
Status is the batch status. Success and Errors are kept optional, becaust it is always
possible that one of those would be completely empty. In Success and Errors the
payments just created are being returned. If a future date for payment was selected in
the payment creation, then that date is returned here in DateOfPayment, and the status

of the batch is put as OnHold.

(Paymentsﬂesult ¢

Shows the processing rasults of a2 payrnent
batch

IC nurnber For the payment batch,

Status

The status of the pawvrment batch

\ 0.500
i Lists the payrents that where executed with
T EUCCESE,

0..:500

Fetums the date when a pavrnent will be
executed, used For Forward payments,

A further description of the things PaymentsResult consists of:

E - commerce
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A list of payments that were successfully performed. The amount of the payment is

shown. ABGiro, CGiro and Transfer are

identical

to the actual payment, but

PaymentSlip changes in the way that more detailed information about the interests and

fees for the payment is given.

&=

ABGiro
CGiro

PaymentSlip

Shows detailed information about howe the
pavrient slip was processed, Incudes
inFarrnation such as how rouch was paid in
interests and charges

—IEAmuunt |

(Paymentnasultnetai... I}:]—&:EI-

Detailed inforrnation about a processed
paymnent

]
L

r

E - commerce

Tatal armaunt af the payrnent

:
Description !

The Booking ID feld can be used by the
sender ta include his own boaking IC For the
payrnent, This ID iz also retumed to the
sender when the payment is queried (2.9,
when the GetPayrmentsResult operation is

uzed)

17



PaymentSlip (in Success)

The key in the PaymentSlip that is a part of the payment, is only a little part of the
answer, as a part of PaymentSlipInfo. Added to it are details about the payment slip.

| pt:PaymentSlip

(Paymentﬁliplnfu ¢

Cretailed information about payment slip, When
payment slip has been paved the detail wil
shawe howe rmuch was paid ininterests and
charges,

E - commerce

The ID af the account,

“PersoniD

the pawvar,

~DueDate

Due date For the payrnent slip

EIs:l]ne:pu:ns:it

True if the payrent iz deposit, False if the

pawrnent slip should be Ally paid

= AmountDue

Total armaunt ta pay

“DefaultCosts

[refaul cost

=OtherCosts

Other cost

—F OtherDefaultCosts |

Other default costs

]

Defaultinterest

[refault Interest

—F HoticeAndPaymentFee|

Matification Fee

~Discount

Criscount

Category code

PersonID from the OCR line of the payrnent
slip. IF ledger iz 66 then this iz the Personld of
the claimant, othenwize this is the parsonld of

18

~3

islandsbanki



~3

islandsbanki

Errors

A list of the payments that an error occured on and could therefore not be created. The
item Payment is identical to the one previously described in this document.

Errors

T
The payrents that resulted in erors, |

Error

A more detailed description of the error that occurred. Code is the number of the error
and Message a description of the error that occurred.

&n ervar that occured duking the operation,
Waties betwesn banks,

“Message

&n etror rmessage describing an error that
occurad during the operation, \ares betwean
banks.

ct:Error

&n error code and message describing what
went wrong during with the operation,

E - commerce 19
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Payments (DoPayments)

A description of how a list of payments is created. The element Payments has one field
for a withdrawal and 1 to 500 possible deposits. Payments also has two attributes,
RollbackOnError and IsOneToMany. RollbackOnError means that if any one of the
payments fails, then all payments are cancelled. IsOneToMany indicates whether one
withdrawal should be made for the entire batch or if one withdrawal should be made per
deposit. A date for forward payment and a batch name can also be entered, but those
elements are optional. In and Out elements are identical to the ones in creation of a
single payment

1..500
Infarmnation about the accounts Fands will be
transherred to, Max S00 records

Payments

Fepresents ane of mare payrments ta be
processed,

-~ DateOfForwardPaym... ;

e e — ==

A name provided by and For the convenience
of the sender

The response to a batch creation is OperationID which is a string variable that is an
identifier for the operation.

E - commerce 20
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An OperationID (string) is sent for the payment to be fetched.

[ GetPaymentResult £ —-— |5 paymentip |

PaymentsResult

The response to the query. Same answer as to the creation of a single payment.

(Paymentsﬂesult ¢

Showes the processing results of 2 payrment

batch

E - commerce

IC nurnber For the payment batch,

Status

The status of the payment batch

0..500
Lists the payrnents that where executed with
sUCCess,

0..500

Returms the date when a payrnent will be
executed, used For Forward payments,

21
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Payments query (GetPaymentsResult)

A query is sent that consists of a paymentlD (string), and a filder that contains
PaymentStatus. Using the filter, it is possible to get the status of payments (GetStatus),
get all payments on errors (GetErrors), get all successful payments (GetOkay) and
getting all payments (GetAll).

Ep~a1_.rm entlD

GetPaymentsResult [} —-— ]

The answer to this query is the same as in GetPaymentResult, except that in this case it
is a lot more likely that the lists are used more than in the single payment.

E - commerce 22
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IcelandicOnlineStatements

AccountStatement (GetAccountStatement):

GetAccountStatement has one element AccountStatement, which is used to perform a
query on an account. The obligatory fields for this query are the account number
(Account) and the start and end dates of the statement. It is also possible to select
specific records from within the statement. This is added for the user, in case there are
very many entries within the same period.

st:AccountStatement

The account infatmation is

|
| requested For,
|

|

|

|

|

| = |
AccountStatement [TjT(—u-—E— DateTo |
1 |
|

|

|

|

|

1
[
| t-+" RecordFrom |
)

E Uzed to limit the records in
| v the responze to a certain

i\ range.
| !
| L

----------- 1
[l
[

Used to limit the racords in
the response to a certain
range.

E - commerce 23



Get AccountStatementResponse

An account statement, contains information about the account itself, as well as allt the

account entries (Transactions), but that element is not returned if no entries were found.

(A{:{:ountstatemelrtl-':esponse I}:]—(—-ﬂ—jzl—

The ID of the account,

ECurrf:n{:_',,r

The curency af the accaunt,

Crverdraft permission,

The balance of the account,

—FAvailahleAmoum |

The amount available ta the
account holder,

The status of the account
[openfclased),

—FTotaIAnwuntWaiting

The tatal armount of
transactions waiting that
exceeded amount available,

IBAM Murnber

E - commerce

—F AccountdwnerlD |

PersonIDr of the account
OWNER,

24
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Transactions

The element Transaction in the account statement contains a list of entries
(AccountTransactionArray). Each account transaction has a detailed description of the
information regarding an account statement entry.

st:Account TransactionArray

Transactions [%]—l—(—--—:lﬂ- -E Transaction I
| T

o S

E - commerce 25

~3/

islandsbanki



I:At:t:n:-l.llrtTransac‘tion E:]—E:EI—

Auccount Transaction

E - commerce

Uniquely idzntifies this
transaction with the
oHginating systan,

'—|ETransac‘tionDate

The date when this
transaction was booked,

Walue Date

= BatchHumber

Batch Identifier

—|ERetleemingBank

The bank where the
transaction ariginated,

= Transaction

Transaction Kew

= i
4+ Reference !

-
'
'
'

Expands on the category
code and gives the Fulltext
axplanation.

4~ ReferenceDetail :

Expands on the informnation
in the reference, usually by
trying to rmatching the
information entered with
petzon identification
numbers,

-
'
'
'

Patzon I of payor

Arnount

The balance of the account
after this transaction,

26
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CurrencyRateRequest:

When a query is made regarding currency rate, the date of the rate in question is
entered, as well as a CurrencyType element which dictates which type of rate is to be
fetched.

=cu rrencyType

| CurrencyRateRequest E]_(_..._ [=]

Currency rate (CurrencyRateResponse):

The response returns a list of CurrencyRate elements. The rate elements are made
optional because if the query is made for customs rate, then only the customs rate is
returned, and not the selling rate or buying rate. It's the same thing when the query is
made for note rate or exchange rate.

—|ECurrem:ytudE

Currency .

(t:t:Currencante [L"_, Da_ - BuyingRate .
& rate For currency, at the tirne the timestarmp The buying rate For the currency,
shates, \gm ey
- CustomsRate !

Custamns rate, Only retumed when specifically

asked For

Fate time, i.e. the time it applies to.

E - commerce 27



IcelandicOnlineClaims

Claim creation/Claim modification(CreateClaims/AlterClaims)
Receives a list claims, that consists of Claim elements.

A claim,

A more detailed description of the elements that a claim consists of:

E - commerce

!
5

The combination of fields
that uriquely identifies 2
claim.

PayoriD

Payor person id.

CancellationDate

Date of cancellation, when
the clairn is no longer walid in
the zystern.

Fraentifier

The unique identifier of the
claimnant that the claim
relstes to.

Arnaunt of <laim,

Reference
Refence determnined by

claimant, Alphanumeric,
rnazimum 16 letters,

FinalDueDate

Final due date of daim.

gillnurnber, optional
Infarmation prowided by
clairnant.

Custorner number, optional
ke uzad by claimant to

identify paywer. Mecessary iF
pawor iz ko be able to enable
autormnotic debiting of claims.,

HoticeAndPaymentFee

Gharge For calculation and
printout of payment slip and
sending to payer.

DefaultCharge

Default charge that claims
incur when they default,
sither 3 percentage or Fired
amount.

Fothercosts

For special charges to be
paid by the paver of the
ol

= otherpefaultcosts

For sperial charges, =g,
ternporary collection charge,
ta be paid by the payer of
the clairn.

Defaultinterest

Rule for calculating dafaule
interest,

Far clairz which are linked to 2
Forsign currency .

—'EPermitOutOfSequencePaymem |

Payment of clairn allowed iF 2avier due

date iz unpaid.

Tho AMGUNE oF parcentage
fields can be attached o a
claim base, the first an:
second discount, which are
used to reduce the paymment
iF rade before a Fred date.

FFisPartialPaymentaliowed

Indicates whether partial payraent
is pemmnittad.

Indicates the bill presentrment
zystern to which the daim pertainz,

InFormation that iz uzed
when printing a claim, if it is
to be printed by the bank.

resenmtmentSystem
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ClaimKey

A unique key for a claim, that consist of the personal ID of the claimant, the bank
number of the claim and it's due date.

ch:ClaimKey

| =ClaimantiD

The persan identification
| nurnber of the claimant and
patt of the unique key of the
| claimn.

| Claimkey —H =T Faccoun |

A unique key of dlairn. The Bank nurnber of the

clairn, ledger number (6]
and nurnber of claim,

| Due date af the claim,
—_

NoticeAndPaymentFee
The fee for sending a notice to the payor, but printing out the claim is optional.

EPrirrting

Charge used if claim is

(tloticeAmlPaymemFee I}:]—(—H-— = prnted,

Charge far calculation and
printout of payrient slip and
sending to payer,

“Paperless

Charge used i claim is not
printed,

E - commerce 29



~3

islandsbanki

DefaultCharge

A charge that is added to claims once they end up in default. There are 2 different
charges, first and second default charge. They both consist of an amount and a

percentage.
[E attributes
] | ReferenceDate
i_clt:DiscountUrDefﬂLlltChﬂrgeEase —|
B attributez |
[Dateﬂestricted{:harge [ﬂ— |

oo !

I B attributes |

.-+ cit:second -ET | Days | |

Defaultinterest
Dictates which default interest rule to use if a claim becomes default.

—Rule

Cretermnines i the clain should incur default interests after the reference date and iF sa,
hiowy it shauld be calculated.,

(I]Efaultlnterest [T']—(—--—:E—I ------------------------------------------------------------- :

IF used, default interest on a claim is calculated bazed on this percentage and not on the
default interast period, as in the case of Central Bank default interest, Mat specifying the
petentage ensures that the Central Bank default interest is used, and interast is
cornpounded every twelve rmonths, i.e. the default interest is added to the principal.

Crefault interest

---- EESpeciaICude !

Sending in a special code is the only way to set certain interest rules that map o RE
Penalty interest rules, Further docurnentation can be Found in BB docurnentation.,
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Currency information
An optional element on a claim, but is used for currency claims.
—|EReferenceRate

The reference used to
determine which curency
bype b use,

Currencyinformation ———— =

( 5

Cornbines felds that define

curvency inforrnation For clairn, 3 letter currancy code,
EPHyTI‘If‘.II‘tRﬂte
Currency code, Indicates the
spat rate to be used in the
caleulation of an IE Forex
clairn,

Discount
Which discounts are given on a claim, and look very similar to the default charge.
_______________________ —
clt:DateRestrictedCharge

I B attributes |
(DiscountCharge B = | :
: |

|
|
I [ ieeesomorooiomermoinee 1
|
|

Used for discounts

rcI'.:IZ!iscou|'|:CIrIZ:e=al.|l'.(3hargeEase

|

|

|

| . o]
| : | B attributes

|

|

|

t-feltsecond ] B oo |
| = e
S
e -- - - - - - - - ... _
[ sttributes

L_| . IsPostRefDate
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Bill Presentment System

Which presentment system to use, determined by the Type element, and a reference to

specific system using parameters.

(BiIIPreselﬂmelﬂSystem I:T']—(—-H— =

Indicates the bill presentrient Dommmmmmmee- .
systern ko which the clairn - Parameters |

pertainz,
Pararmeters and walues

needed to display a unique
docurnent Frorn a bill
presentrient systern, (LIRL
style)

E - commerce
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Printing
A description of how a claim is to be printed if done so by a banking institution. All
elements in the printing section are optional.

Marne of resident/recipient.

S addressLinel

| First part of address,

- —E ClaimantAddress EI—'-E)E— FPostCodeHumber
Alvemate address For claimant iF address fromn Paostal code,
the Matianal Register should not be uzed. =
= City

Place of residence, be it city, town, ete,

The country region where the parsan lives,

|
|
|
|
|
|
Second part of address, |
|
|
|
|
|
Country I

| EU VRV IUTVTVEIon o
| =

o [
o
5
=
B

Marne of residentrecipient,

Fitst part of address,

|
|
| = AddressLinet
|
|
|

Contains information used For displaying and
printing the claim. Changing this info on a
clairn that has already been created will not
result in it being printed again.

Second part of address,

Alternate address For payor if address from the Postal code,

Mational Register should nat be used,

a
H

Place of residence, be it citw, town, ete,

The country region where the persan lives,

]
[x]
Q
=
2
!

|
|
|
|
|
|
P T _ |
- PayorAddress _I:?‘]—@EI- " PostCodeNumber |
|
|
|
|
|
|

e Tl

0.5
Carmments that are displawed on the lawer
half of the payrment slip,

E - commerce 33



~3

islandsbanki

ClaimOperationResult

Information about the result of an operation. A list of claims and/or errrors is returned.
Information about printing and direct payment only apply when a claim is created.

The unique identifier of the
operation, IF an error has
occured, this can returm an
ernpty Id.

Status of the batch of claims

i_cltHIiEeﬁt _____ _|

The results retumed Frorm
operations on clairms, A list of
claimz andjior emors is returmed.,
Infarmation about printing and
direct payrent is only relevant
ta creation of claims,

0.m |
List -:-F_-:Ialrns whose | Indicates whethar the
Operation Was a sUccess, paymnent slip needs to be
| printed o not, IF the
clairant has an agreement
| with the bank, it will handle
the printing.

List of clairms with erars, | e £E £ ChEn
when processing a clair,
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CancelClaims

Sends in a list of keys for the claims to be cancelled. The claim key is the same as in
the creation/modification of claims.

ch:ClaimKey

| =ClaimantiD

The persan identification
| nurnber of the claimant and
patt of the unique key of the
| claimn.

| Claimkey —H =T Faccoun |

A unique key of dlairn. The Bank nurnber of the

clairn, ledger number (6]
and nurnber of claim,

| Due date af the claim,
—_

The response to CancelClaims is the same as to creation/modification, i.e.
CancelClaimsResponse that contains the string OperationID.
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CreateClaim/AlterClaim

The creation and the modification of a single claim is the same as in Claims, except that
here it is always a single claim that is being processed, not a list. The claim itself lookst
the same, but the answer to creation/modification is a ClaimOperationResult.

| clt:Claim

[ Claim B~

E - commerce

The corbination of fields that uniquely
idantifies a claim,

PayoriD

Payor person id.

—FCancellatiunl]ate |

Drate of cancellation, when the clairm is no
longer walid in the systern,

=Identifier

The unique identifiar of the clairmant that the
clairn relates ta,

Arnaunt of clairn,

Reference

Refence determnined by clairnant,
Alphanurneric, rairnurn 16 lettars,

=FinalDueDate

Final due date of claim,

Billnurnber, optional, Information provided by
clairnant,

Customer number, optional key used by
clairnant to identify payor, Mecessary if payor
iz ta be able to enable autornotic debiting of
clairns,

{ Hutit:eAndPaymentFe

Charge for calculation and printout of payrent
slip and sending to payer.

% DefaultCharge

Default charge that claims incur when they

default, either a percentage or Axed amount,

36
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EﬂtherCusts

Far special charges to be paid by the payer of
the claim,

—|§ OtherDefaultCosts |

Far special charges, e.g. termporary collection
charge, to be paid by the pawver of the claim,

— Defaultinterest

Fule For calculating default interest,

For claims which are linked ta a Foreign
CURERCY

—FPermitﬂutﬂfSequen... |

Payrnent of claim allowed if eadier due date is
unpaid,

Twia ammount oF percentage felds can be
attached to a claim base, the Arst and second
dizcount, which are used to reduce the
pawrnent iF rnade before 2 fixed date,

“IsPartialPaymentallo... |

Indicates whether pattial payrnent is
pettnitted,

‘e BiIIPresentmentﬁ].rst..

Indicates the bill presentrnent systern ta which
the clairn pertains,

Infarmation that is used when printing a clairm,
if it is to be printed by the bank,
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CancelClaim

The cancellation of a claim is the same as in Claims, i.e. the key for the claim to be
cancelled is sent, but here it is always a single claim that is being processed.

ch:ClaimKey

| =ClaimantiD

The persan identification
| nurnber of the claimant and
patt of the unique key of the
| claimn.

| Claimkey —H =T Faccoun |

A unique key of dlairn. The Bank nurnber of the

clairn, ledger number (6]
and nurnber of claim,

| Due date af the claim,
—_

The answer to the cancellation is the same as in the create/alter operation, i.e.
ClaimOperationResult.
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GetClaimOperationResult

A OperationID (string) is sent for the operation that information is to be collected about.
The answer: GetClaimOperationResultResponse which contains
ClaimOperationResult.

The unique identifier of the
operation, IF an error has
occured, this can returm an
ernpty Id.

Status of the batch of claims

i_cltaliﬁeat _____ _|

The results retumed Frorm
operations on claims, A list of
claimz andfor erors is retumed,
Infarmation about printing and
direct payrnent is only relewant
ta creation of claims,

0.m |
List -:-F_-:Iairns whaze | Indicates whether the
Operation Was a sUccess, payment slip needs to be
| printed o not, If the
clairant has an agreement
| with the bank, it will handle
the printing.

List of clairms with erars, | e £El AR ChED
when processing a clairm,

Claims is a list of the claims that were successfully created, i.e. the claim key and
information on whether it is to be printed or not.

ClaimResult [

The result of an aperation on
a claim. IF is was created it
contains informnation
indicating whether it shauld
be printed and if it iz
cannected to an automatic
debit aggrearent,

Indicates whether the
payment slip needs to be
printed o not, IF the
claimant has an agreerment
with the bank, it will handle
the printing.

The claim key is its unique identifier. All elements are obligatory.
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| ch:ClaimKey |
| = ClaimantiD |
The person identification
| nurnber of the caimant and |
patt of the unique key of the
| clairm., |
Gy B |
A unique key of clairn, | The Bank nurnber of the |
clairn, ledger nunnber (BE)
| and nurnber of clairm. |
| |
| Crue date of the claim, |
The list of errors in ClaimsResult is the same type as previously shown, e.g. in
payments.
- — — — — /]
cht:ClaimKey |
| = ClaimantiD |
The perzon identification nurnber af
| the clairnant and part of the unique |
key of the claim, |
| Key BIlF
| The Bank nurnber of the claim, ledger |
| riurnber (66 and nurmber of clairm, |
| |
ClaimError —1 l Due date of the clairm., J
InFotmnation about clairm that has e
generated an ervor, | ct:Error

-| Error

InFormation about an error when
processing a claim, |

operation, Vaties between banks,

| An error message deschbing an error
that occured during the aperation,
|_ \aries betwesn banks,

Ain errar that accured during the |
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QueryClaims

A query on claim status, which uses the ClaimsQuery type. The only obligatory element
is Claimant, which is the claim owner. Other elements are mostly self-explanatory,
except that it should be noted that when the result set is large only a certain number is
returned and paging through the rest is called for, e.g. by specifying entries 501 through
1000 in the next query.

—F{:It:c laimant |

r
| clt:ClaimsQueryDate Span |

| [E attributes : |

—| clt:Period
(CIaimsQuery I:TAJ_@E'_I Time period used to filker result set.

The answer to QueryClaims is QueryClaimsResponse, which contains
QueryClaimsResult. The Claims element will only contain a subset of the claims when
the result set is large and TotalCount indicates how many remain to be retrieved.

= TotalCount

Total count of entries defined

(Query(:laimsﬂesult [T']—(—m— =] by the query.
Fezult of claims query, E e
S-4 Claims

0. .00

The claims in the list Claims are of the type ClaimInfo, but basically they are the same
as the type Claim which has previously been described, with a few added elements. It
includes more details about the costs that apply to the claim, e.g. default charge and
discount. These additional elements are depicted below.
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QueryClaim

A query on a single claim. Uses the claim key.

| ch:ClaimKey

| =ClaimantiD

The person identification
| nurnber of the clairmant and

clairn,

|
|
|
|
| Claimkey E—H =+ Faccoun | |
|
|
|
|

| patt of the unique key of the

A unique key of claim, The Bank number of the
clairn, ledger nunnber (BE)
and rnurnber of claim,

| Cue date of the claim,

The answer to QueryClaim is QueryClaimResponse, which contains QueryClaimResult
which is the type Claiminfo, the same type as returned in QueryClaimsResult.
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cht:Claim

E

The cornbination of fields that
uniquely identifies a claim,

PayoriD

Payar perzon id,

-FCanceIIatiunI]ate |

Crate of cancellation, when the dairm is
no longer walid in the systern,

Identifier

The unique identifier of the claimant
that the claim relatas to,

Arnount of claim,

Reference

Refence detarmnined by clairnant,
Alphanurmeric, maximum 16 letters,

=FinalDueDate

Final due date of clairn,

Billnurnber, optional, Information
prowided by clairnant,

Custormer number, optional key used
by clairnant to identify payor,
Meceszary if payor is to be able ta
enable autormotic debiting of claims,

-| HoticeAndPaymentFee

Charge for calculation and printout of
pavrnent slip and sending to payer,

Claiminfo E :EI—I DefaultCharge

Infarmnation about the carent status of Drefault charge that claims incur when

a claim, they default, either a parcentage ar
Fixed armount.

=OtherCosts

For special charges to be paid by the
payer of the clair,

-|E OtherDefaultCosts |

For special charges, e.q. terporary
collection charge, to be paid by the
payer of the claim,
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-| Defaultinterest

Rule for calculating default interest,

For clairns which are linked to 2
Foreign currency

—IEPermitﬂutﬁfSequencerent |

Payrnant of clairn allowed if eadier dus
date iz unpaid.

Tweo arnount of percentage felds can
be attached o a claim base, the FArst
and zecond discount, which are used
to reduce the payment iF made before
a Fixed date,

HFisPartialPaymentallowed |

Indicates whether patrtial payment is
petmiitted,

-1 BillPresentmentSystem

Indicates the bill presentrnent systern
to which the clairn pertains,

! Printing

InFatrnation that iz used when printing
a clairn, if it is to be printed by the
bank.

T
i
&
=
0

Clairnant's taxt key, explanation of
payrment, Cprional property af claim.

—IETutaIAmuurrtI]ue

The tatal arount due For payrment,

payrent,

The dicrmiimt crmmimk bbb e s ke ks
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QueryPayments

Uses the element query which is of type PaymentsQuery. It is possible to page through
the result set, as previously done when querying Claims.

The parsion Id of the
clairnant,

---------- 1
[
[

The claim identifier belonging
to the claimant used ta filker
the query,

convenience when rmany
identifiers are connected to

the same dispozal account,
(Paymemsﬂuery [TIJ—(—-H—E— b query For all payrments

connected to that account,

CIUERY On payrment,

—FTransan’tionDateFrom |

Crate From inclusive,

ETrﬂllSﬂﬂiOllDﬂteTO |

Crate to inclusive,

Entry from inclusive will be
returned, starting fror 1,

Entry toinclusive,

The mandatory time period set in the query is used for retrieving payments according to
the transaction date (is. hreyfingardagur). As claim transactions are processed on the
closing of each bank business day, the claimant will have to make sure to retrieve data
for preceding weekends and bank holidays the next day it is accessible. Currently data
for e.g. for weekends becomes available on Thursdays, the period from 21:00 on Friday
to 21:00 the next Monday being processed together. The transaction date periods are
normalized for the query to simplify retrieval, so transactions that occur after 21:00 are
considered to belong to the next day. For example, payments occurring after 21:00 on
the evening of Friday the 13™ will be returned if TransactionDateFrom is set to the 14™.
The answer to the QueryPayments query is QueryPaymentsResponse which has the
element QueryPaymentsResult which is type QueryPaymentsResult. That contains a
list of payments, as well as the total number of payments returned.
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ETt:rtaliiicrurrt

Tatal count of entries defined

(OueryPaymelrtsﬂesult I}:]—(—-H— = by the query,

Result of pawrnent queary, | s
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The list Payments contains a list of Payment.

Drescribes a discrete
payment,

The key in Payment is the same as previously shown, i.e. the claim key.

E - commerce

The cornbination of Relds

that uniquely identifies a
clairn.

Payor persan id.

Amount of claim.

FFinalbuebate

Final due date of clairm,

= 1dentifier

The unique identifier of the
claimant that the claim
relates to,

Reference

Reference determined by
clairnant,

Clairnant’s text kew,
explanation of payment.
ptional property of claim,

EFbe(I-e-emingBank

Where the payment cornes
Frorn.

= TransactionDate

The date on which a
tranzaction in the Claims File

is effected.

EBookingDatte

The date when the
tranzaction iz booked.

= valueDate

The walidation date used to
calculate default interests
and charges.

PaymenmtType

EAI‘I‘IOIII]‘(D&DOS“E('

Amount deposited in the
account used For the disposal
of payments.

= Totalamount

Total amount paid, with
default interest and casts.

ECapi(al(;ainsTa)(

Withheld capital gains tax.

IHumber

BEillnurnber, optional.
InFormnation provided by
claimant.

Custorner number of pawvor,
claimant's unique code For
the customner,

ENotit:e(:hargteAmount

Motice charge paid.

ED-afal|IlCharg-e.¢\moulr(

Diafault charge paid.

F othercostsAmount

ther costs paid,

—| OtherDefaultCostsAmount |

Other default costs paid.

FDefaultinterestAmount

Paid deFault interast,

= piscountAmount

Driscount granted,

Currency infarmnation, only
available for Forex claims.

Batch nurnber of payment,
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| ch:ClaimKey

| =ClaimantiD

The person identification
| nurnber of the clairmant and
patt of the unique key of the
| clairn,

| Claimkey E—H =+ Faccoun |

A unique key of claim, The Bank number of the
clairn, ledger nunnber (BE)
and rnurnber of claim,

EDlIeDﬂte

| Cue date of the claim,

In addition, currency information is available for currency claims, but that type
(CurrencyExchangeRate) only contains information about the currency and its rate.

Elilurr-narmt::...r

The currency of the claim,

(CurrencyExclmngeRate I}:]—(—-H— [=]

Infarmation about currency,

The exchange rate used,
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IcelandicOnlineSecondaryCollectionClaims

Secondary collection agencies generally have access to the same operations on the
claims being collected as original claimants, with the exception of claim creation. In
addition, several specific operations are added for secondary collection companies as
well as minor modifications of the queries.

AlterClaims /| CancelClaims [/ AlterClaim [/ CancelClaim |/
GetOperationResult / QueryClaim

These operations differ from those in the main claim service only by the permissions the
collection agency has to manipulate and query claims belonging to other claimants but
having been assigned to the agency for collection.

QueryClaims

The query returns information about claims the secondary collection agency is
responsible for collecting. It uses the same schema as the QueryClaims operation in the
main claim service. Additionally collection agencies can either leave the Claimant field
empty in order to query all collection claims or filter by a specific claimant.
The collection agency uses the main claim service to query its own claims.

QuerySecondaryCollectionPayments

A method for secondary collection agencies to query about payments for claims they
are collecting. Fetches the payments that have been processed, where it is possible to
retrieve claims filtered by claimants. If no claimant is specified, all payments within the
given time period are fetched.

;-4 Claimant

The Parzan ID af the
clairnant whaze data is being
quetied,

TransactionDateFrom |

Crate fram inclusive,

(SecontlaryCollec’timlPayTnentsQ... I}:]—(—--—

=TransactionDateTo |
Query on a secondary collection payrnent,

Crate to inclusive,

Enkty from inclusive will be
returned, starting fromn 1,

TR
m
=
E
=]
=

Entry ta inclusive,
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QuerySecondaryCollectionClaims

A query that returns claims that have been assigned to the secondary collection agency
during a certain time period. Used mainly for retrieving information about new claims
being assigned to the agency for collection.

All elements in the query are optional, if none are used, all claims that have come into
collection for this company will be returned. As with the payment query, it is possible to
narrow the search down to individual claimants.

i The persion Id of the
' clairnant,

1
Crate From inclusive,

:L - -' Collen’tlon[lateTo :

(Secolltlaryrcollen’ti-:rlICIaimsQuery I:T']—(—-H—E- 8 Date ta inclusive,

— - '
Cuery on claims in secondary cellection, - _| Status :

Status of the claims,

Entr'g.r fronn inclusive will be
returned, starting fror 1,

]
]
'
'
]
L
]
P S
]
]
'
'
]
]
'
L

- ElrtryT-:r ;

Entty toinclusive,

SecondaryCollectionReturnClaim

Secondary collection companies can return claims that have reached the secondary
collection status. It uses a list of claim keys for the claims that are to be returned.

(Set:omlaryﬂollectlonﬂetl|rnCIa|m E:]—(—“'—:E'—| Key *

Result of query on clairns in secondarny
ceollection,
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